4.1 Choice of the cryptographic algorithms

Smart Grid refers to integrate electric power and users system which purpose is to better fulfil needs of all entities connected to the electrical grid as well as to meet the rising demand for electrical energy. Significant problem in the further development of the smart grid is the lack of the security protocols [2]. Increased connectivity also presents challenges, especially in security. Electromechanical electricity meters are exchanged by electronic meters that can record the electricity consumption and other parameters of the load and supply and which enable two-way communication between the meter and the central system. This makes the difference between the traditional measure infrastructure and Advanced Metering Infrastructure AMI.
The smart meter separates intra-network (Home Area Network - HAN) from inter-network (Wide Area Network – WAN). A HAN consists of communications among smart appliances while WAN consists of communications among smart meter, electric utilities and control centre. In order to ensure consumer privacy it is important to reduce the amount of information that can be gathered from household to the sufficient data. The smart meter practically acts as a firewall for HAN because it hides all device specific information from the electric utility.
It is important for smart meter to have high security measures. Therefore, it is embedded with additional components that protect system with physically security measures from the hardware and software perspectives. The crypto processor and its memory should be temper-resistant.
Each individual entity at the WAN and HAN levels has a unique identity in order to provide safety communications. Furthermore, electric energy provider, electric utilities, smart meter and some of the smart devices have public key certificate.
The electric utility is the authoritative certification agent that provides certificates for WAN entities. The certificates for smart meters and service providers are signed by electric utility. After a contract between a smart meter and service provider is established, a smart meter and a service provider will exchange signed certificates to ensure identity and legitimacy of public keys. At the HAN level, certificates for smart devices will be signed by the smart meter.

The system uses three communication schemes: 

- unicast for direct communication between two entities.

- multicast for messaging from the electric utility or a service provider to a group of smart meters

- broadcast for announcing instructions from the electric utility to all smart meters

The format of packets exchanged between entities is defined. The message contains the following data: sender and receiver entity, the message type, message generation time, the message length.  All fields in the package except the receiver and sender filed are encrypted. The hashing of the message is necessary to ensure its integrity.
In the unicast communication the sender encrypts the message using his private key and than encrypts message by using the public key of the receiver. The sender's secret key is used to ensure message while public key provides the receiver to reconstruct the plain text. The receiver performs the opposite order of operations to decrypt the message.
In the case of multicast and broadcast communication, the sender encrypts the message with its private key, because the information is distributed to a set of receivers. Each of the receivers decrypts the message with sender's public key. Using of a temporary key in the broadcast and multicast communication is not a good solution because many participants' posses the key which rise the possibility of its abuse.
The electric utility will aggregate timely usage information from smart meters to manage the smart grid. Every smart meter provides the electric utility with electricity use information. According to this information, the electric utility forms a report of user's power consumption during some intervals. Communication between these two parities will be done via unicast only after having established and authenticated identities of both parties. In the event of an irregularity the smart meter will be generate urgent messages to the electric utility that will trigger corresponding alarms so that necessary actions are taken by the electric utility.
IEC Technical Committee 57 is one of the technical committees of the International Electrotechnical Commission (IEC), which is responsible for development of international standards for power system management and associated information exchange. These standards include other related systems like EMS (Energy Management Systems) and SCADA (Supervisory Control And Data Acquisition).  The communication system in traditional electric power grid relies on closed communication protocols. These protocols have rarely incorporated any security measures since they were very specialized, and their concept was “Security by Obscurity”. Introduction of the new communication protocols based on the open standards (IEC 61850, IEC 60870-5, DNP3) significantly impacts the security of the communication in the power grid. The IEC 62351 family of standards was developed by International Electrotechnical Commission (IEC) to handle the security of the communication protocols listed above. NIST has recommended this family of standards for Smart Grid. IEC 62351-3 defines how to ensure the confidentiality of data exchanges using the TLS protocol while IEC 62351-5 utilize the security measures, which include authentication mechanisms.
The oldest and most used encryption-schemes are the symmetric ciphers, in which both the sender and receiver of an encrypted message know and use the same secret key. This method is known as symmetric cryptography. The most widely used symmetric algorithms are DES (Data encryption standard) and AES (Advanced encryption standard). The main disadvantage of symmetric key cryptography is distribution of secret keys because all parties involved have to exchange the key. Consequently, a large numbers of keys must be securely distributed and managed.

Table 4.1.1. Symmetric Key – Approved Algorithms
	Algorithm
	Algorithms/Key Lengths for use between 2011-2029
 (per SP 800-57 and SP 800-131)
	Algorithms/Key Lengths for use now and beyond 2030
(per SP 800-57 and SP 800-131)

	Advanced Encryption Standard (AES)
	AES-128, AES-192 i AES-256
	AES-128, AES-192 i AES-256

	Triple-Data Encryption Standard (TDES)
	3-key TDES 
	Cannot use TDES beyond 2030


The cryptographic hash functions are used to ensure integrity and authenticity of the messages. Hash functions use a crypto algorithm, controlled by a secret key, to take an input and return a unique fixed-size string, which is called the hash value. Hashing algorithms ensure that it is nearly impossible to generate a message that matches another message’s hash. The most widely used cryptographic hash functions were SHA-1 and MD5. However, these algorithms were discovered to be vulnerable and they are no longer recommended. They should be replaced by the more recent cryptographic hash functions: SHA-224 (do 2030) , SHA-256, SHA-384, SHA-512.
Table 4.1.2. Secure Hash Standard (SHS) Approved Algorithms
	Algorithm
	Algorithms/Key Lengths for use between 2011-2029
 (Per SP 800-57 and SP 800-131)
	Algorithms/Key Lengths for use now and beyond 2030
(per SP 800-57 and SP 800-131)

	Secure Hash Algorithm (SHA)
	SHA-224
	SHA-256, SHA-384 SHA-512


The main problem of symmetric-cryptography is the exchange of the secret keys. The problem of key management is solved in public-key algorithms.  These algorithms use two different, but mathematically related keys, public key and private key. The most commonly used asymmetric algorithms are RSA (Rivest, Shamir and Adleman) and y Elliptic Curve Cryptography (ECC). The best-known cipher in this category is the RSA, which is related to the mathematical problem of factorization of large primas [3].   The minimum length of the key in the RSA system has to be set at 640 bits; 768 or 1024 bits are required for any system that requires security for long period.
The second commonly used asymmetric algorithm is ECC [4] which is based on the algebraic structure of elliptic curves over finite fields.  The most of the implementations of the ECC are high speed and resource-consuming. In ECC algorithm elliptic curve are defined over two types of finite fields: prime field and binary filed. The domain parameters of the ECC are the field Fq and the elliptic curve E. The complexity of the implementation depends on the choice of domain parameters. ECC algorithm requires much shorter keys than the RSA cryptosystem algorithm for the same level of security. The smaller key size means faster encryption and lower power consumption. There are many hardware implementation of the ECC published so far [5]. 
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Figure 4.1.1. Comparison of security levels ECC and RSA
The most consuming operation in RSA and ECC cryptographic algorithm is the modular exponentiation operation Xe mod n. Consequently, it is very important efficiency of the algorithm that implements this mathematical operation. The best known procedure of the modular exponentiation is  Montgomery's algorithm.
Compared to RSA cryptographic algorithm ECC requires smaller key size for equivalent amount of security, which practically means fewer necessary operations, faster encryption time, and fewer transistors for hardware implementation, less power consumption.
Asymmetric-key algorithms are much more complicated, much slower and require large keys compared to the symmetric ones, which makes them suitable only for encryption of small amounts of data. Therefore, the public-key system is in practice mainly used for the distribution of the secret keys or digital signatures. The most optimal solution for the smart grid is a hybrid system in which a public-key system is used to encrypt the secret keys and a symmetric cipher for the bulk encryption of the data. The asymmetric algorithm is used only to establish connection between parties.
Message authentication in asymmetric cryptography is achieved via the construction of a digital signature. The algorithm specified in Digital Signature Standard (DSS), provides authentication of messages. The signer typically encrypts a hash function with his private key. The sender creates a digital signature of a message using the private key. The receiver can verify the validity of the signature by using the public key of the sender. If the decrypt hash matches the value the receiver has calculate from the received message he can be certain that the message was really sent by the specified sender. Digital signature provides data authentication as well as data integrity. There are three algorithms for digital signature proposed by NIST. Recommendations for some standards depend on the key length as it is shown in Table 4.1.3.
Table 4.1.3. . Asymmetric Key - Approved Algorithms
	Algorithm
	Algorithms/Key Lengths for use between 2011-2029
 (Per SP 800-57 and SP 800-131)
	Algorithms/Key Lengths for use now and beyond 2030
(per SP 800-57 and SP 800-131)

	Digital Signature Algorithm (DSA)
	DSA with (L=2048, N=224) or 
(L=2048, N=256)
	DSA with (L=3072, N=256)

	RSA Digital Signature Algorithm
	RSA with (|n|=2048)
	RSA with (|n|=3072)

	Elliptic Curve Digital Signature Algorithm (ECDSA)
	ECDSA2 with curves P-224, K-233 or B-233
	ECDSA2 with curves P-256, 
P-384, P-521, K-283, K-409, 
K-571, B-283, B-409, B-571


A public key infrastructure (PKI) is the combination of hardware, software, encryption technologies, and procedures needed to manage, distribute, use and store digital certificate and cryptographic keys. Certificate authority represents trusted third party. CA authenticates an identity and issues digital certificate which confirms identity of the owner, that certificate belongs to the entity in the certificate. The digital certificate verifies that a public key belongs to an individual entity. A certificate must be digitally signed by a Certification Authority (CA). Participants use digital certificate to prove their identity.
The most widely used PKI methods are X509 and PGP (Pretty Good Privacy). X.509 specifies a strict hierarchical system of certificate authorities. It is necessary to verify if a certificate is valid by checking the latest Certification Revocation List - CRL. It is also obligatory to confirm that certificate is issued by a reliable Certification Authority (CA)
The satisfactory solution for the encryption scheme is a hybrid system in which a public-key system is RSA algorithm with a minimum key length of 2048 bits, and symmetric cipher is AES algorithm with a minimum key length of 128 bits.
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